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I a. Encrypt the message:'oDo S.g6$ffiE Great". Using doubletffiffsposition cipher with 4 rows

and 4 columns using the rowbex&rutation. (1,2,3, 4) ) Q;"4, l, 3) and column permutation

(1,2,3,4) -+ (3, 1,2,4);tu;' ,w,*.&. (06Marks)
b. Describe Simple Substituiih# cipher method with aa example. (06 Marks)
c. Differentiate between: ,-
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Disclls,g fhe taxonomy of cryplg$ffiy. \i , (06Marks)

(i) Code book cipher b.-su^ ., "ih
(ii) Cipher of the electiqnd*1876. ... * * 

(06 Marks)

Using Vernam cipher elp=rypt the plaintext "kngrfrldtlge" to cipher text**rd from cipher text
to plaintext using the key.
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3 a. Define'ffi,ptographic hastr $.3&n. Explain the p{;pe*ies of hash function.

b. Demoiihttate birthdayptg-&$with an example. ''$t

c. flpnin secret *r"::.,:1.** and its *:f an exampre.

r*i ,::''":::i:::.4 ti,.,r Discuss HMAC fuu,f,{;lfion in detail with an eiample.
b. "'.Explain Tiger hasfi,,'oBter round and i,*&er round for 'F' with a neat diagram.

.c. Describe the,{€eh+iques used in infdiilfration hiding.
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5 a. Describe theTasic model ofa d$terministic generator.

b. Differentiate hardware and-sci$ware based non-deterministic generator.

c. Briefly describe the first candidate protocol in detail.

n
6 a. Illustrate Diffie-HdSq.nan key agreement protocol.

b. Explain the sta,ge"* bryptographic protocol design and its challenges.

c. Describe 
"Vpflihpt 

ic password protection with an example'
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7 a, Discuss a three-level key hierarchy with a neat diagraffi,. 
"1-^-- l:f^ ^-,^1^.-,i+L -,,lr^Ll^ lia*om 1

(06 Marks)

b. Illustrate the key life cycle with suitable diagram. *.. * - 
J' (06 Marks)

c. Explain closed and connected certification modgffi H neat diagram. (08 Marks)

8 a. With a neat diagram, explain identity basedgutsffiey cryptography. ;5 (07 Marks)

b. Describe quantum key establishment methmlUfrydetail. urffi* (07 Marks)

c. Explain reputation based certification mffi %'- (06 Marks)

g a. Explain the application of cryptogrelrhr secure payment cqqffi6nsactions. (08 Marks)

b. Explain the applications of crypffiq@y in 
&ur,;,(i) File protection ,*e%.ry 
* .'

(ii) E-mail security ** fu*' ..i, # (08 Marks)

c. Discuss the serious problffiith WEP management.e@ (04Marks)

c. Explain closed and connected certification riodffi B neat diagram.
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