50, will be treated as malpractice.

Important Note : 1. On completing your answers, compulsorily draw diagonal cross lines on the remaining blank pages.
2. Any revealing of identification, appeal to evaluator and /or equations written eg, 42+8

USN 17CS743
Seventh Semester B.E. Degree Examihfilﬁ%ltlon, July/August 2021
Information and Network Security

Time: 3 hrs. ‘Max. Marks: 100

Note: Answer an ‘;,FI VE full questions.

1 a. Encrypt the message: “Do Somethmg Great”, Using double transposition cipher with 4 rows
and 4 columns using the row permutation. (1, 2, 3, 4) =3 (2 4, 1 3) and column permutation
(1,2,3,4)>(3,1,2,4) (06 Marks)

b. Describe Simple Substitt (06 Marks)
¢. Differentiate between: ‘
(i) Substitution and-transposition cipher
(ii) Plaintext and'ciphertext
(iii) Block and stream cipher
(iv) Crypt{)\graphy and cryptanalysis (08 Marks)
2 a (06 Marks)
b. Write short notes on:
(i) Code book cipher £
(11) Cipher of the electlon of 1876. (06 Marks)
&%
to plaintext using the key Aa
110 101 110 101 111 dOO 101
Letter | k |- g d g
Binary | 000 | 001 | 010 | 011 110 | 111
(08 Marks)
3 a. (06 Marks)
b. (06 Marks)
C. (08 Marks)
4 a.i " 'Discuss HMAC ﬁméﬁon in detail with an e)iémple (08 Marks)
b. Explain Tiger hash outer round and i inner round for ‘F* with a neat diagram. (08 Marks)
c. Describe the techmques used in mformatlon hiding. (04 Marks)
5 a. Describe the basic model of a déterministic generator. (06 Marks)
b. Differentiate hardware and-software based non-deterministic generator (06 Marks)
c. Briefly describe the first Qandldate protocol in detail. (08 Marks)
6 a. Illustrate Diffie- Héllman key agreement protocol. (08 Marks)
b. Explain the stages f cryptographic protocol design and its challenges. (08 Marks)
c.

Describe crypto gfaphlc password protection w1th an example. (04 Marks)
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Discuss a three-level key hierarchy with a neat dlagralgﬁx. w” (06 Marks)
Ilustrate the key life cycle with suitable diagram. _ « (06 Marks)
Explain closed and connected certification model ﬂ% a neat diagram. (08 Marks)
With a neat diagram, explain identity basedyg_u@léc key cryptography. (07 Marks)
Describe quantum key establishment method in-detail. (07 Marks)
Explain reputation based certification mo% ' (06 Marks)
%, &

Explain the application of crypto%h%ﬁfor secure payment ¢ sactions. (08 Marks)
Explain the applications of crypfegraphy in ¢

(i) File protection A )

(i) E-mail security A (08 Marks)
Discuss the serious prob \With WEP managemen (04 Marks)

Describe the use of cr)?t@graphy in eID cards and also explain its security and design issues.
(10 Marks)

Explain GSM A%nficatlon and encryptlon wi@h a neat diagram. (10 Marks)
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